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Need for Interoperability and
Validated Solutions

- Validated solutions are now more than ever THE (——
fundamental to Joint Operating Environments 9/11 !

COMMISSION

« Combatant commanders must know that secure, iy
reliable and scalable command and control
capabilities are available and can be rapidly
deployed, sometimes with-in hours

» Those capabilities must be readily interoperable in
theater and in conjunction with our allies

« Commanders must have confidence they're
supplied with solutions that provide an
understanding of the operational environment in
order to visualize, describe, and direct actions in a
timely and trusted fashion
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http://images.google.com/imgres?imgurl=http://www.defenseindustrydaily.com/images/MIL_US_and_Iraqi_Soldier_Planning_lg.jpg&imgrefurl=http://www.defenseindustrydaily.com/cat/logistics-support/clothing/&usg=__HYCznadGlBxgEi7f_GviHTwRYTM=&h=800&w=531&sz=147&hl=en&start=12&tbnid=wrCnGtBDDaC5SM:&tbnh=143&tbnw=95&prev=/images?q=soldier+computer&gbv=2&hl=en
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Enterprise Standards Joint Vision

 One Vision - One Process - One Goal
— Joint/Unified/Repeatable/Agile/Responsive/Cost Effective
« Principals

— Holistic approach to managing standards baseline through joint
processes, tools and governance

— Maturity in how standards are identified, developed, exposed and reused
 Goals

— Cross domain review of services, solutions and standards

— Discoverable, accessible and well understood

— Efficiencies gained and cost benefits realized

JITICEOT LT ANTOrTatuonuincer
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http://www.dni.gov/
http://www.usdoj.gov/
http://www.fbi.gov/
http://www.fbi.gov/hq/nsb/nsb.htm
http://www.usdoj.gov/dea/
http://www.dhs.gov/
http://www.dhs.gov/xabout/structure/gc_1220886590914.shtm
http://www.uscg.mil/
http://www.uscg.mil/top/units/org.asp
http://www.doe.gov/
http://www.energy.gov/nationalsecurity/intelligence_counterterrorism.htm
http://www.state.gov/
http://www.state.gov/s/inr/
http://treasury.gov/
http://treasury.gov/offices/enforcement/oia/
https://www.cia.gov/
http://www.army.mil/
http://www.dami.army.pentagon.mil/
http://www.af.mil/
http://www.hq.af.mil/resources/factsheets/factsheet.asp?id=8013
http://www.navy.mil/
http://www.nmic.navy.mil/
http://www.marines.mil/
http://hqinet001.hqmc.usmc.mil/
http://www.dia.mil/
http://www.nga.mil/
http://www.nsa.gov/
http://www.nro.mil/
http://www.defenselink.mil/
http://www.nga.mil/

UNCLASSIFIED

9 Joint Enterprise Standards
Committee

In 2009, IC and DoD CIOs formed a joint agreement realizing architecture and
associated standards are vital to information sharing and multi-partner
operations.
— DoD Information Technology Standards Committee (ITSC) is an established
body responsible for implementing the DoD Standards Program.

— 1IC Enterprise Standards Council (ESC) is established with similar
responsibilities under ICS500-20.

ITSC and IC ESC processes must be merged to efficiently accommodate a
comprehensively enforceable standards baseline to ensure interoperability.

Recommendation: DoD and IC jointly convene and exercise approval as one
Governance body to be named the Joint Enterprise Standards Committee

(JESC)

JTHCEOT NS CINICLINTOTMatonmuincer
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9 Guiding Principals

« Coordinate standards governance to share processes and resources
wherever possible and minimize the degree to which a DoD or Intelligence
organization would be required to follow two separate processes.

« Adopt and implement standards and standards profiles to minimize
divergence in our standards baselines.

« Work strategically to integrate other standards, schemas, common
interfaces, and protocols into a coherent program.

« When differences between the DoD and IC regarding standards or
standards governance are deemed necessary, neither will impede the other

Achieve Superior Decision-Making through One Joint Community

JITICEOT LT ANTOrTatuonuincer
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J current Joint Standards Effort

DoD/IC MOA signed by respective CIOs
(12 Jun 2009) J Y TEsp |C/ DoD Standards Governance Structure
o Joint IC ESC and DoD ITSC Secretariat .
o Shared Technical Working Groups [N  _ _ _ __ |
o Coordinated/Shared Processes and Tools

Policy/Enabler for Standards

o Instruments for how the DoD/IC want to
implement enterprise standards

o Promotes interoperability, reusability and
Information Sharing

Joint IC/DoD
Standards Secretariat

Enterprise Baseline Standards

Defense Information

o Service and exchange specifications to s gy 05 Nl et
help DoD and IC elements behave as an forDISR ForlCsR
Enterprise.

o Ability to define context, metadata, query  Red=bobEenes r
and content profiles that support the core B i TechnicalWorking

o Technical Service specifications S Broup (THC)

o Profile-based Frameworks (i.e.Chat)

VITICEOTINCCNICLANTOTaton LUITcer
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Joint IC / DoD Secretariat

Proposed New IC / DoD
Governance Structure

Responsibilities and Functions:

« Converge DoD and IC standing standards
management processes

« Eliminate duplication and achieve synergy in
executing standards guidance

« Improve and enhance the community of
subject matter expertise and technical
evaluations

- Foster systems and enterprise service
interoperability across the respective DoD and
IC agencies.

« Communicating standards requirements and
implementation directions

 Expose and address standards
implementation differences that may
potentially lead to interoperability problems

Red = DoD Elements
Green = IC Elements
Blue = Joint Elements

Officer theChier Iformation Officer
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f Accomplishments

DoD and IC Joint Standards Program

« Joint Enterprise Standards Vision

« Joint Enterprise Standards Strategy

« Joint and Complementary Enterprise Standards Policy and Guidance

« Shared resource of standards governance expertise and staffing in
support of the enterprise standards baselines.

* Presentlyl000+ standard citations, not including classified, and
counting available for re-use

» Developed Standard Profiles enabling common implementation
guidance across all levels of Government:
— Secure Configuration Mgmt (NSA)
— Geoint Visualization Services (NGA)
— Instant Messaging/Chat (DoD/IC)

JTHCEOT NS CINICLINTOTMatonmuincer
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¥ What’s Next?

Key Initiatives and Goals
« Convergence of processes and construct toward a single community
* Profile awareness, employment, and consistent use

« Optimized investment through consolidation and reuse of joint,
standardized approaches

« Demonstrable improved business/mission capability enablement in
FY12

i ® »+ Demonstrable cost savings/avoidance in FY12

JITICEOT LT ANTOrTatuonuincer

- UNCLASSIFIED



UNCLASSIFIED

 Summary

* Next evolution of our Joint
Memorandum and realization of its
objectives

« Establish environment to capitalize
on cost avoidance within existing IT
iInvestments from all levels of
government

» Stakeholder advocacy - Leverages
existing standards, infrastructure,
experience and knowledge

* The development of new artifacts
(technical specifications and profiles)
IS underway in close collaboration.

VITICEOT INECMCTINTormatonUincer

- UNCLASSIFIED



UNCLASSIFIED

Elements of Quality Architecture

Enabling efficient and effective acquisition of
hardware, software and services used by

DoD in missions

Common Architecture Framework Approach

Human Computer
Interaction

Functional Capability
Enterprise Services

Mandatory Core and
Shared Enterprise
Services

Computing and
Communications
Infrastructure

56K

Commanders

Gateways @ Partners

Advanced Interface

NATO
Technologies
Autonomous Portals

User Agents

Discovery Enterprise Services,
Management
Mediation
Enterprise
Delivery Directory

B Computing End-to-end
Platforms and Infermation
Devices Transport
bl VerylargeScale Operating.

Data Storage Systems
Data Centers
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DoDAF Evolution

& DoDAF 1.0
* Program — Level Focus
——— * Volume IIl Was A Desk book
« CADM Was Separate

h |+ Baseline For DoDAF 1.5
DoDAF 1.5

» Began to address Net-Centricity
* Program — Level Focus
S—— * Volume lll is CADM &
S S Architecture Data Strategy
» Addressed Architecture
Federation
* Baseline for DoDAF 2.0

(Published in 2003)

e Bakmtnie buta Mnit

Volume n:!l;;:t;ﬁes(ﬁpﬁons DODAF 2.0 .
Published in 2007 Cleves e
through Program
DoDAF Architecture Spectrum

* Documents High Level
Guidance
N o — * Web-based

ﬂ V. * On-Line Journal
2 m - Best Practices

PoRATY2o - Errata Sheets
- Interim Releases
2.0 - New Requirements
(Published 2008) - Usage Examples

JTHCEOT NS CINICLINTOTMatonmuincer
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Reference Architectures

. “A Reference Architecture is an authoritative source of
BeD Reference Architecturs Description information about a specific subject area that guides and
Office of the Assistant Secretary of Defense constrains the instantiations of multiple architectures and
Networks and Information Integration (OASD /NII) solutions”
Reference Architecture . The DoD-wide Reference Architecture provides information,
Description guidance, and direction that is applicable across DoD. This

information, guidance, and direction are provided in the five
(5) elements that comprise a Reference Architecture:

— Strategic Purpose — Identifies goals and objectives of the
Reference Architecture and describes the specific purpose
of and the problem(s) to be addressed by the Reference
Architecture.

—  Principles — Sufficient high level foundational statements of
rules, culture, and values that drive technical positions and
patterns.

— Technical Positions — Technical guidance and standards,
based on specified principles that need to be followed and
implemented as part of the solution.

— Patterns (Templates) — Generalized architecture
representations (viewpoints, graphical/textual models,
diagrams, etc.) that show relationships between elements and
artifacts specified by the technical positions.

— Vocabulary — Acronyms, terms, and definitions that are
used in the Reference Architecture and are relevant to
architectures and solutions that are guided and constrained
by the Reference Architecture.

Prepared by the Office of the DoD CIO

JUNE 2010

JIHCEOT AN CINICLINTOTMatuonmuincer
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Reference Architectures

o

Enterprise-wide
Capabilities

Department of Defense

Enterprise-wide Access to Network and
Collaboration Services (EANCS)

Reference Architecture

JTHCEOT NS CINICLINTOTMatonmuincer
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Reference Architecture Concept

Reference Architecture Description

(Approved 24 Aug 2010)

Strategic
Purpose
» i

of
P

AV-1 (Overview and

Principles

I~

EANCS RA Principles and Rules

Principle/Rule | Description

- OV-1: Service Provider
Perspective

ré

- £

OV-1 (Concept —

OV-6a (Operational

Summary) Consumer & Provider)
Rules Model)
Patterns | —_ = .| Technical
TS e : Positions
=] RO -
= = E 4" =
| g o
OV-5a (Activity =t
Decomposition) OV-6¢ (Event-Trace
Description) StdV-1 (Standards
— Profile)
Vocabulary |- -~ AV-2 (Integrated
Dictionary)
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Department of Defense

May 7, 2010

Prepared by:
Department of Defense
Office of the Chief Information Officer

Information Enterprise Architecture Version 1.2

* Purpose:

— Unifies the concepts embedded in
the DoD’s net-centric strategies into
common vision

— Describes the integrated Defense
Information Enterprise and the rules
for information assets and resources
that enable it

— Fosters alignment of DoD
architectures with the enterprise net-
centric vision

* Integration of NCOW RM content
* Appendix D: Applying the DoD IEA
* Appendix E: Compliance with the DoD IEA

* Appendix G: Requirements for Compliance to
the DoD EA

 Available at;
http://cio-nii.defense.qov/sites/diea/

VITICEOT INECMCTINTormatonUincer
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DoD IEA

CLA

v2.0 Conceptual Depiction

DoD Information Enterprise

| Sensors & Shooters

EIE/GIG

\

~

nagement

E Capability 1

N

Computing & Storage Services

Officeor theChierInformationofticer

\ Communication Services /
Foundation

UNCLASSHIEPP
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0T Enterprise Strategy & Roadmap

Operational Economic
Effectiveness Cyber " Efficiencies
e Security —

DoD IT consolidation Goals

ﬁ ™
5 QR 7
=3 ¥ Qe
2D C
T >

Provide a
Common Vision
i (Enterprise Architecture)

f_ t Conditions Neces=?
for Success i
{ Network - = End User
\» Services 4 Computing + Application & IT Business Services

= . Services

L_\Data Services me -

Specific Initiative End States & Tasks

- 5

IT Infrastructu
i for the Joint |
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Architecture Exchange
UPDM - Unified Profile for DODAF/MODAF

ﬁ*‘\*\*’f
a

" _ Adaptive Lockheed Martin Co
. ‘”‘\,’% Artisan Software Miirs U P D M R F C

L3 Comms
ASMG MOD
DEPARTMENT OF DEFENSE  BAE Systems NoMagic
DoD Raytheon
DND Rolls Royce
embeddedPlus Sparx Systems
Generic VisumPoint

Walt Okon
DoD Support

IBM Selex
Thales



Defense-Industry Challenge:

* *

S Synchronlzatlon of DoDAF-UPDM Lifecycles

Lﬂ f“‘ [ﬂ

DBJECT MANALGEMENT GROUP

1. Governments MODELING
Produce Baselines Produces LAKGUAGE

Develop, Evolve & DeV@IOPS

2. Industry mms %I

. . ) MODELING
Architecture Engineering LANGUAGE

Frameworks Standards
For Acquisition

Harmonize Generic . )
Defense Enterprise Modeling & SRS |

Leverages Vendors Standards-
Based Tools & Government FramewoV

3. Vendors
7 Produce Product

- Versions
- \/ Defense Domain Tools

“Just-In-Time”
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http://www.omg.org/
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Architecture Tools

« Guidance
— DoDAF v2.0
— Federated Architecture Strategy

« DoD Tools

— GIG Technical Guidance (GTG) Tool
— Meta Data Repository (MDR)

»
/'
v
. T
. ; \

Vendor Tools are Necessary >

VITICE DT LTECMIETINTOrMatiomoITICEr
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DoDAF V 2.0 Delivery

 DoDAF V2.0 1s available at:

e http://dodcio.defense.qgov/sites/dodaf
20/

Officebr the'ChierInformationOfficer
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http://dodcio.defense.gov/sites/dodaf20/
http://dodcio.defense.gov/sites/dodaf20/

Federal Enterprise Architecture

What I1s happening at the
Federal lever and In
Office of Management and
Budget (OMB) ?

JTTICEOT INECMETINTOrmatuonmuincer
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Architecture at Federal Level

 Dr. Scott Bernard, Federal Chief Architect at OMB

 Reorganization of the Architecture Infrastructure
Committee (AIC)

« Unified Architecture Framework (DoDAF Version 2.0)
with

 New FEA alignment is his focus

* Organizations both Federal and Industrial (IAC) will be
able to contribute to the EA community.

JINCE o e nmerinrormaton OIrcer U NCLASSI FI ED
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W/ Context and Status
IT Reform Agenda

Shared Services Strateg=i Cloud Computing Strategy

Shared Service/Cloud Computing Implementation Architecii

CloudComputingReference Architectur@isy

Common Approach to Federal E4i

<
o
@®©
o
S
Q
Q
<

FEARI/FEA2 % DODAR.0 o/ Other EA ¢/

Shared Services / Cloud Solutions

Data Center Consolidation

Delivery
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Common Approach
New FEA

*Primary Outcome
*Levels of Scope
Basic Elements

Mission
Success

nterprise Pla

*Repeatable process Strategic
<| Goals
. n |x "
*Sub-Architecture ) 2 |g[Business ] o _
g 2 2 |2 ervncesd s % p
= = D t - 3
Areas s £ |§|nformation %] € 52
[ =] — > - — I~}
. @ o = [ £]|Enabling @ o9
.Core ArtlfaCtS o 8 § Applications é .
“ [Host (TRM)
Infrastructure

Transition Pla

AUTHORITATIVE DATA

Authoritative
Reference

DoDAF V2.02

VITICEOT INECMCTINTormatonUincer
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$2)% ) Methodology

Define Strategic
Dirvers & Prioritize
Segments

Update Enterprise
Transition Strategy

Enterprise

2. Develop the
segment S5cope
& Strategic Intent

1. Determine

Participants | , - a
& Launch | & Information | Modernization

Bluepnint

3. Define Business | 5. Author the Approve
i Modernization

Segment

Project

4, Define the
Conceptual Solution
Architecture

=

2 Define

= Solution

iy

.2 Amrchitec tune
o

Officer therChier Information Officer
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Performance Reference Model (PRM)

Alnputs, outputs, and outcomes
AUniquely tailored performance indicators

Business Reference Model (BRM)

Alntra- and inter-agency shared services
AAgencies, customers, partners, providers

Data Reference Model (DRM)

ABusinessfocused data standardization
ACrossagency information exchanges

Application Reference Model (ARM)
A Software providing functionality
AEnterprise service bus

Infrastructure Reference Model URLY))

AHardware providing functionality
AHosting, data centers, cloud, virtualization
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Information Sharing Environment Governance

Information Sharing & Access

Interagency Policy Committee 2
o CoChairs: Monte Hawkins, NSS & Kshemendra PAGEPM

SubCommittees & Working Groups

Suspicious
Fusion Center | Activity
Reporting

Watchlisting
& Screening

Privacy and Information
Civil Liberties Integration

 Privacy & Civil Liberties Legal Issues
« Privacy & Information Technology
.« Compliance Review

¥ «HSPD-6 International Outreach
*HSPD-24 National Security Threat | P
«Nominations : E  « Data Aggregation
«Database Enhancements ‘ .« Assured Secret Network Interoperability & Governance
" «Screening f -« Assured SBU Network Interoperability

 ATIC NETANTOTIMatuon UITCce!
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Interagency Policy Committee

Standards Working Group

The Standards Working Group shall advise and support the
Information Integration Subcommittee (I1ISC) and the Information
Sharing and Access Interagency Policy Committee (ISA IPC) by
addressing information sharing environments and the portfolio
of issues related to information sharing enablers.

The Standards Working Group shall support the [ISC by
addressing the challenges of coordinating, reviewing,
influencing, approving and issuing government wide standards
and profiles.

This Standards Working Group (SWG) will focus on how
these Standards and Profiles should be coordinated to ensure
agreement, reduce duplication of effort and competing efforts,
and influence existing standards efforts approved and issued

across the “whole of government”.

LANET AN OTIaUOMOTTICEY
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2012 DoD Enterprise
‘ Architecture Conference

30 April — 3 May, 2012

Hyatt Regency Miami
www.DoDEnterpriseArchitecture.org
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http://www.dodenterprisearchitecture.org/

Theme:

Objective:

Date:

Time:

Place:

Registration:

Invite List:

JITICEOT LT ANTOrTatuonuincer
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DoD Architecture Framework Plenary

DoDAF Version 2.03 / Quality Architectures/ Exchange
Delivering Interoperability

DoDAF Plenary Session will share what is working and what
works to achieve success with Enterprise Architecting

29 August 2012

0730-0830 Hours Registration
0830-1600 Hours Plenary

MITRE Building #1, 7525 Colshire Drive McLean, VA 22102-
7539

Web on-line at https://register.mitre.org/dodaf/

All US Government Architects and users of DoDAF
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