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A Robust View of the Cyber Threat 

 

Aligning the Enterprise to: 

1. Protect the company from emerging  

threats – our IP, Supply Chain,  

Production Systems, People Data 

2. Cyber-secure our Products and  

Services to create a competitive advantage 

3. Manage the regulatory environment and align industry partners 

4. Balance Segregation/Sharing to improve One Boeing 
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Data / Info Protection Focus 

• Varied Challenges 

– HUGE Target – Evolving Threats 

– Corporate Culture – ONE Boeing 

– User Transparency - dual edged sword 

– Effectiveness Measures / Metrics 
 

• Defense in Depth 

– Continuously adding layers 

– Leverage Systems / People through 

Smart Automation 
 

• Government’s Role 

– Threat Information Sharing 

– Spur Investment – People, Tools 
 

• Industry Partnerships 

– DIB, ISACs 

– Industry Specific Forums – e.g., NDIA 
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Cyber Secure Products / Services 

• E-Enabled Solutions 

– Dreamliner Connectivity / Data Flows 

– Net-centric Defense, Space & Security 

– Info Based Service Offerings 
 

• Cyber Security Best Practices 

– Protect the Core – Safety, Security 

– Secure the Ecosystem 

– Implement via Functional Excellence 
 

• Integrated Investments 

– Enterprise AND Product Focus 

– Commercial and Defense synergy 

– Leveraging Partnerships 
 

• Cyber Talent Management 

– Beyond IT Network Security 

– Leveraging / Sharing Talent 
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Governments 
Airlines/Operators 

Manufacturers 

Technical 
Capability 

Change Process 

Operational 
Capability 

 Economic 

Considerations 

 Geo-Political 

Considerations 

•Flights 

•Operations 

•Maintenance 

•Training 

•Security 

•Intelligence 

•Threat Assessment 

•Security 

•Regulations 

•R&D 

•Equipment 

•Supply Chain 

 

•Flights 

•Operations 

•Maintenance 

•Training 

Airports 

•Infrastructure 

•Security 

Time 

Accidents/ 

Security Events 

Departures 

Safe, Secure &  Efficient  
Global Air Transportation System 

The biggest challenge in cyber securing any complex system is  

aligning the stakeholders and systems engineering the solution 
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The Cyber Paradigm – e-Enabled Environment` The Aviation Landscape 
e-Enabled Environment 

Cyber Threats exist at ALL Layers of the Aviation Ecosystem 



External Drivers 

 The speed at which threats continue 
to evolve 

 Economics are driving increased 
connectivity in aviation 

 Security must continue to improve in 
an increasingly complex and 
dynamic  

 Success depends on many 
stakeholder  

 

Key Challenges 

 Pace of regulatory environment  

 Pace of change process  

 Broad spectrum of technology 
deployment throughout the fleet  

 Silos within aviation domain 

 Honeymoon period 

 Engaging USG and industry senior 
leadership in risk management 
process and decision making 

 

Targets 

• A world confident in the strength, 
vigilance, efficiency, and resiliency 
of the aviation security system. 

• A common roadmap for 
governments and industry working 
together to assure the security of the 
global air transportation system. 

Metrics & Indicators 

 Common, defined strategies and 

plans 

 No safety related cyber events 

 No disruption of operations 

 Implementable architecture, 

system and support structure 

 Design, test & certification cycle 

time 

 Solutions transcending aviation 

 

 

 

 

Aviation Core Competencies 

 Disciplined 

 Anti-fragile 

 Capable, knowledgeable workforce 

 

Airlines 

& 

Airport 

Government: 

DHS, TSA, FAA 

& Other Agencies 

Today 

Future 

Commercial Aviation Cyber Security 

Airlines 

& 

Airport 

DHS, TSA, FAA 

& Other Agencies 

Industry 

Industry 

Technical Societies  

and Standards  

Technical Societies  

and Standards  



Typical Defense / Space / Security Cyber Security Domains 
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R&D Focus / Cyber Investment Aligned 
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Utilize ISAC to Demonstrate an Industry who doesn’t need Mandatory Controls 

Leveraging the DHS ISAC Process 
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Shared Awareness Across Commercial Aviation 

• Shared Situational Awareness 

– Trusted information sharing with aviation peers 

– Access to U.S. Government & CI partners 

– Access knowledgeable minds in cybersecurity 

– Knowledge, information, resources, analysis  
 

• Shared Learning & Risk Mitigation 

– Threats, vulnerabilities, trends & technologies 

– Get help & details about a specific attack 

– Build mitigation strategies 

– Understand what the USG / others are doing 

– Protect and secure the business 

– Build resiliency 

Aviation ISWG / ISAC Benefits 
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Cyber Talent Management – can we recover? 

Increasing Need for Enterprise Cyber Expertise – Industry and USG 

Network Security & 

Product Security 

Demand Increasing 

Existing Expertise 

demand nearing 

overload - symptoms 

appearing 

Courtesy of AFRL 
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Supply Chain Cyber Risk Management 

• Identity Mgt. / Access Controls 

– 2-factor authentication, secure portals 

– Dedicated /controlled links, one-time tokens  

• Contractual Requirements 

– “Doing Business with Boeing” expectations 

– T&Cs, Quality Specs, Cyber Scorecards 
 

• Virtual Collaboration Standards 
 

 

• SC Continuity / Risk / Resilience 

– Enterprise CONOPS, Recovery Use Cases 
 

• Customer / Partner IP Protection 

– DOD UTCI DFARs 

– High Assurance Enclaves, Net Segmentation 
 

• Regulatory Alignment 

– Industry Working Groups, NIST Framework 

Alignment, SCRM Policy Discussions 
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Supply Chain – Industry Collaboration /Partnerships 
 

Industry, USG Alliances to minimize impact to A&D Suppliers, Network 

Key SC Cyber 

Risk Mgt. Actions 

aligned with A&D 

Industry / 

documented in 

Position Papers 

Supply Chain 

Cyber Risk 

Management 

aligned with NIST 

Framework 
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Cyber Policy / Regulations 

• Can Policy / Regulation keep 

pace with Evolving Threats? 

– Compliance-based approach will focus 

on last year’s (or beyond) threat 

– Industry and USG needs flexibility  
 

• Government’s Role 

– Threat Information Sharing and 

Indemnification for those who do 

– Spur Investment – People, Tools 
 

• NIST Cyber Security Framework 

– Great foundation – facilitates inter-

operability 

– Industry motivated to adopt…incentives 

or support for some critical infrastructure 

(e.g., utilities) 
 

• Industry Partnerships 

– DIB, ISACs 

– Industry Specific Forums – e.g., NDIA 
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Framework essential tool in aligning Partners, Suppliers, Customers 

Documenting  

Meets or Exceeds 

Mapping of Internal 

Cyber Controls to 

NIST Framework 

Aligned with NIST Framework (CSF) 

Executive Order 13636 
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DOD / GSA / Other Exec Branch Moving Out 
 

Working with 

Specific Customers 

on Program 

Protection plans 

Data Breach 

Reporting should 

Focus on Future 

Prevention vs. 

Punishment 
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Cyber Threat Info Sharing 

• Within and Across Industries 

– Industry Forums – e.g., NDIA 

– A&D Partnerships – e.g., Exostar 

– Academia, think Tank Engagement 
 

• Between USG and Industry 

– DIB and ESF Forums 

– DHS ISACs and Cross-ISAC WGs 

– FACE Working Groups 
 

• Within our Enterprise 

– Weekly, Monthly Forums 

– Dedicated Focals with clear RAA 
 

• With Policy Makers 

– Position Papers, Hill and Agency Visits 

– Industry Forum Working Groups 



ESF DIB FBI DHS NCCIC 

Integrated One 

Boeing Cyber 

Risk 

Management 

Boeing VPN  

Security Ops 

Cyber Technology 

Investments 

BCA Products 

 / Services / 

Processes 

BDS  

Products 

Services / 

Processes 
Enterprise Functions 
 - SC Cyber Risk Mgt 

 - System Security Engr. 

 - HR:  Talent / People Mgt. 

Cyber Policy 

/ Regulations 

Aligning and Advancing the Enterprise 
bi-directional collaboration, resources sharing 

Achieving Sustainable Enterprise Ownership of Cyber Threat 

…other 
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Summary 

• TOP Priority remains protecting our Network/IP/People Data 

• Seeing Sustainable Enterprise Ownership of Cyber Security 

- Cyber Security Leadership emerging across Enterprise 

- Cyber resources (people, processes) improving, increasing in number 

- Need to accelerate developing Cyber Talent beyond IT 

• Regulatory Threat increasing (Executive Branch moving quick) 

• Corporate Risk Profile improved – but threat evolving 
 


